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Abstract: :  

In line with the growth of the e-governate, the Kurdistan Regional Government is 

actively adopting digital transformation, which underscores the urgent 

requirement for distinct encryption methods that are practical for the Kurdish 

alphabet in the fields of administration and digital governance. This paper 

provides a new method for encrypting and decrypting classified text files in the 

Kurdish alphabet using the modified Advanced Encryption Standard (AES) cipher 

system with the adoption of Cipher Block Chaining (CBC) mode based on a one-

time pad (OTP) cipher. The provided work also uses the modified RSA cipher 

system to transmit randomly generated secret keys for both AES and OTP via 

untrustworthy channels. The modified RSA cipher system is based on randomly 

selecting two large co-prime numbers under the restriction, each having at most 

two factors, instead of two large prime numbers. 

 

Keywords: Cryptography; Encryption; Decryption; Symmetric Key; Asymmetric 

Key; AES-CBC cryptosystem; RSA Cryptosystem; Kurdish Alphabet; One Time 

Pad. 

 

1. Introduction 

The Kurdistan Regional Government is adopting digital technologies, keeping up with the newest 

innovations just like the rest of the world. However, digital technologies can benefit the Kurdistan 

Region in many forms; they may also pose difficulty, significantly when it comes to protecting secret 

Kurdish scripts transmitted over unreliable channels. In the field of e-government, it is important to 

invent and enhance methods to encrypt and decrypt classified messages in the Kurdish alphabet. 

Indeed, despite the great importance of protecting confidential Kurdish messages, there is little 

comprehensive scientific and practical research regarding the topic. Therefore, this paper provides a 

modified AES-OTP method by replacing the initial vector from the first segment with a one-time pad 

cipher and adding it to each segment of the plain text. Moreover, the system provides a modified RSA 

to exchange both secret keys for the AES and OTP cipher. The modified RSA cipher system selects 

two co-prime numbers instead of two prime numbers, and each one should include at most two factors. 

1.1 RSA Cryptosystem 

The traditional RSA encryption system was invented by Ron Rivest, Adi Shamir, and Leonard 

Adelman in 1977. Even though it is intended to encrypt confidential data, it is used to transfer secret 

keys for symmetric key cryptography [1]. The security of the RSA cipher system is based on the 

difficulty of factoring a number into two prime numbers, a task that becomes particularly hard with 

big prime numbers. The RSA cipher system is a part of asymmetric key cryptography, which involves 

two types of keys: a public key, which is publicly distributed by unsecured channels, and a private key, 

which is only kept by the receiver. The receiver generates p, q, ∅(n), and d as the private key, while e 

and n as the public key [2]. The entire process is depicted in Figure 1. Following that, the sender 
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encrypts a message using (Eq.(1)) whenever they wish to send a message. Conversely, the receiver 

decrypts a ciphertext using (Eq.(2)) whenever they tend to convert a message to its readable form [3]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1: Original RSA Key Generation 

1.2 AES-CBC Cryptosystem 

Using the AES-CBC algorithm depicted in Figure 2, plain text is converted to a byte format at the 

beginning of the encryption process. Afterward, each 16 bytes (128 bits) of the classified data is then 

grouped into blocks. As a result, each block of 16 bytes is formed into a matrix of 4 by 4, where each 

column is made up of 4 bytes. As AES uses the Cipher Block Chaining mode (CBC), the Initial Vector 

(IV) must be XORed with the plain text since the CBC mode is used [4]. Then, it proceeds to the 

encryption stages/rounds using AES. According to the size of the key, the number of rounds required 

for encryption and decryption will vary depending on the key; for example, a 256-bit key requires 14 

rounds, whereas a 128-bit key requires 10 rounds. The matrix state is then rearranged after the 

combination process, which is accomplished through an XOR operation. After that, four operations 

are performed during the encryption process: Sub Byte, Shift Row, Mix Column, and Add Round Key, 

except for the final round [5] [6]. The AES cipher system final round differs from previous rounds in 

omitting the Mix column operation in comparison to the previous rounds. This final round is 

determined by the size of the key within the sequence of rounds. Especially if 256-bit keys are used, 

the final round will be the 14th. Alternatively, a 128-bit key size will require a 10th round for the final 

round . To initiate the encryption process for a particular segment, the result of all rounds of a particular 

segment should be XORed with the subsequent segment. This procedure should be implemented on 

all segments, forming a chain where each segment is XORed with its predecessor [7]. However, the 

first segment undergoes a different process, which is XORed with the initial vector (IV) instead of a 

(1) 𝐶 =  𝑀𝑒  𝑚𝑜𝑑 𝑛 

(2) 𝑀 =  𝐶𝑑  𝑚𝑜𝑑 𝑛 
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result of the previous segment (as there is not one).  The initial vector serves as the commencement 

point for the XOR operation chain, assuring that even identical plaintext segments will get different 

cipher segments, indicating the confidentiality of the encryption procedure [8]. 

 
 

 

 

 

 

 

 

 

 
Figure 2: Original AES-CBC Block Diagram 

For the decryption process in the AES-CBC cipher system, one must apply the reverse operations to 

the ciphertext to obtain the original plaintext after assembling all blocks, as depicted in Figure 3 [9]. 

 

 

 

 

 

 

 

 

 

Figure 3: Originoal AES-CBC Decryption Diagram 

2. Related Works 

2.1 Encryption and Decryption Kurdish Plain Text 

In 2015, a team of researchers in [10] created a 256×256 matrix instead of implementing the original 

5×5 matrix filled with all characters in the Unicode alphabet, spaces, and special characters in the 

Playfair cipher. The altered Playfair cipher encrypts classified messages labeled in the Kurdish 

language, and it involves a method for secure authentication through the harness of the sha-256 hash 

function. 
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In 2018, an author in [11] modified a method to encode 34 Kurdish characters using ASCII Unicode. 

The provided method uses the classical two-key encryption system, which is transmitted 

confidentially.  Moreover, the work performed investigations on Kurdish messages in different sizes 

using the modified method to estimate the robustness of the system. 

In 2019, a digital image was used to hide classified Kurdish messages using a new version of the Least 

Significant Bit (LSB) substitution. As a result of investigating and evaluating, the modified method 

indicates successfully hiding and unhiding the Kurdish alphabet, harnessing the Delphi 2010 platform 

[12]. 

(KAELCS) is a method introduced in 2020, which is used to encrypt and decrypt classified messages 

between Kurdish and English languages using a pseudo-random integers method. In this method, each 

alphabet in the two languages, after being sorted, is labeled with a unique numerical value due to using 

it in the encryption and decryption process. Following that,  the system encrypts both secret elements 

and factors, which are generated with pseudo-random integers due to their exchange between sender 

and receiver, harnessing a hybrid RSA cipher system [13]. Later in the same year, authors in [14] 

presented a harmonic encryption method. The difficulty of the modified method is based on the 

factorization of large prime numbers and is used to safeguard data in the Cloud services. By using the 

prime modular operation algorithm, they can encipher and decipher multi-language messages, 

including Kurdish scripts and special characters. Following that, the entities of the secret key are 

obtained from the Euler coefficient within the modular of integers and a series of mathematical 

operations.  

An algorithm for encrypting and decrypting classified Kurdish script was developed in 2023. As part 

of the provided model, Microsoft Windows' central font is used to make the modified method 

compatible with Kurdish and also to display the original cipher after decrypting plaintext.  Kurdish 

scripts demonstrate high accuracy with the provided method, according to experimental studies with 

different key sizes [15]. 

2.2 Enhancing of AES and RSA Cipher System  

In 2019, M. Abdulrazzaq provided a modification to the RSA cipher system that uses multiple keys 

for the system instead of just one key. Each message block is decrypted with a unique key, used only 

once. Following that, even if an attacker finds one private key, they can only decrypt the corresponding 

block, accordingly enhancing the security [16]. 

In 2021, an idea was provided that includes double encryption methods and improves the effectiveness 

of the suggested method in maintaining data security within cloud storage services. The suggested 

method encrypts the classified data using the AES cipher system, followed by the RSA cipher system. 

Following that, the keys are generated in the course of the schema's operation, which enhances the 

security [17].  

As part of their research in 2022, Sana Fatima et al. examined the well-known symmetric algorithm, 

AES, as well as the asymmetric algorithm, Rivest–Shamir–Adleman (RSA), using the new Windows 

Azure SDK for cloud computing. Experiments using time complexity, space, resources, and power 

consumption have been conducted in order to demonstrate the effectiveness of the provided method 

[18].  

In 2023, authors in [19] provided a system with several characteristics that optimize the security of 

classified data in the cloud servers. In the proposed system, users can access confidential data only for 

a specified period with time-limited access control, as well as manage the keys that encrypt and decrypt 

classified data utilizing a combination of RSA and AES cipher system with a one-time pad cipher, with 



Eurasian J. Sci. Eng., 10(2) (2024), 102-119                                                                                                                   106 

 

 

flexible key management. Following that, A method for encrypting and decrypting classified data was 

developed within the same year that required a reasonable amount of time and enhanced the security 

of other methods. For the purpose of securing classified data transmitted over unreliable networks, the 

provided method integrates the Rivest Shamir Adleman cipher system with a simple symmetric key 

[20]. 

3. Methodology of the Proposed Technique 

3.1 Exchanging Secret Keys  

Upon generating the AES cipher system and One Time Pad (OTP) cipher secret keys, both of which 

have a size of 128 bits, the sender begins communication with the receiver by encrypting the two keys 

and sending them over an unreliable network. In their original formats, the secret keys might not be 

secure against interception by hostile entities-attackers, who can easily intercept them. Because of this, 

secret keys should be encrypted before they are sent over unreliable channels using the modified RSA 

cipher system. This is illustrated in (Figure 4), where the sender communicates with the receiver, 

sending the message "Hello". By sending a "Hello" message, the sender implies that he/she intends to 

send a key encoded with an encryption key. As soon as the recipient receives the "Hello" message, the 

receiver begins to generate the public and private keys for the modified RSA cipher system. 

Afterwards, the receiver replies to the sender with the "Hello" message that includes the public key. 

However, the recipient is the only one who has access to the private key. After generating secret keys 

for AES and OTP ciphers, the sender encrypts these keys using the receiver's public key, obtained from 

the receiver's certificate. As a result of encryption, the secret keys are transformed into a format capable 

of being understood exclusively by the person who has the private key corresponding to the secret key; 

here, that would be the receiver. Once the encrypted secret keys are received, the receiver can decrypt 

them using a private key. In conclusion, both parties now have access to the AES cipher system secret 

key and the OTP secret key. 

 

 

 

 

 

 

 

 

 
Figure 4:AES Secret Key and OTP Key Exchange 

3.2 Modified RSA Cryptosystem 

In the Modified RSA cryptosystem two relatively prime numbers (Co-primes) are randomly generated 

namely p and q in place of two prime numbers with restriction in which each number has two distinct 

factor numbers, i.e the two numbers should be satisfied as seen in (Eq. (3)). 

(3) 𝐺𝐶𝐷(𝑝, 𝑞) = 1 𝑠𝑡. 𝑒𝑎𝑐ℎ 𝑝 𝑎𝑛𝑑 𝑞 ℎ𝑎𝑣𝑒 𝑡𝑤𝑜 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡 𝐹𝑎𝑐𝑡𝑜𝑟 𝑛𝑢𝑚𝑏𝑒𝑟𝑠 

After that, the following (Eq.s (4) and (5)) should be determined:  
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(4) 𝑛 = 𝑝 × 𝑞 

  

(5) ∅(𝑛) = ∏(𝑝𝑟𝑖𝑚𝑒 𝑓𝑎𝑐𝑡𝑜𝑟𝑠 − 1) 

A set of possible candidate public keys is generated such that each key should be between 2 and ∅(n) −

1 such that GCD (ei, ∅(n))=1, as shown in (Eq.(6)):  

(6) 𝑝𝑜𝑠𝑠𝑖𝑏𝑙𝑒 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒 𝑃𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 = {𝑘𝑖: 𝑘𝑖 ∈ [2, ∅(𝑛) − 1]𝑠. 𝑡.  𝐺𝐶𝐷(𝑘𝑖 , ∅(𝑛)) = 1} 

Subsequently, finding all possible private keys (di) satisfies the condition in the (Eq. (7)): 

(7) 𝑑𝑖 × 𝑒𝑖 ≡ 1 𝑚𝑜𝑑 ∅(𝑛) 

Two random paired numbers di and ei are chosen, as private and public keys. In reality, the ∅(n) 

would be a very large number, so the two paired numbers could be enough for encrypting classified 

data of size 128 bits, which is partitioned into two parts, each one holding 64 bits. As a case study, let 

the initial secret key is “کوردستان”, so the binary form utilizing ASCII code would be:  

Binary form = 

{11011010 10101001 11011001 10001000 11011000 10110001 11011000 10101111  

11011000 10110011 11011000 10101010 11011000 10100111 11011001 10000110} 

Note that, each Kurdish alphabet is converted into two bytes utilizing ASCII\UTF8 coding. We split 

the binary form into two parts, each consisting of 64 bits. The outcome in decimal would be: 

11011010 10101001 11011001 10001000 11011000 10110001 11011000 10101111 

≡(10)  15756363953106704559 {20 digits} 

And, 

11011000 10110011 11011000 10101010 11011000 10100111 11011001 10000110 

≡(10)  15615062561314560390 {20 digits} 

In practice, the best secure size of RSA is 2048 bits, which is equal to 617 digits, as given in (Eq. (8)):  

(8) 2048 ×  𝐿𝑜𝑔102 ≅ 617 𝑑𝑖𝑔𝑖𝑡𝑠 

Consequently, with two sets of public and private keys, it becomes possible to encrypt each piece of 

plaintext by a set of keys peculiar to it and that way we ensure that the encryption data produced by 

the process of the encryption is diverse even if the source letters are the same. Finally, the encryption 

and decryption process would be the same as the original RSA cipher system, with the difference being 

that the operation is repeated twice based on partitioning the message into two 64-bits. 

3.3 Modified AES Cryptosystem 

3.3.1 Key Expansion for Both AES and OTP 

After the secret key and OTP key having been secretly exchanged between the sender and receiver, 

both parties should expand the initial keys (the secret AES key and the OTP key) into 10 different keys 

corresponding to the rounds of AES (the proposed algorithm utilizes an AES key size of 128 bits). The 

key expansion process would be the same as used in traditional AES-128, as depicted in Figure 5. Rot 
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word operation is one left shift row, sub-word operation is a substitution byte, and RCON operation is 

an XORed operation with a static byte based on the round number. 

 

 

 

 

 

 

 

 

 

Figure 5: AES Key Schedule for a 128-bit Key ©Sissssou (WIKIPEDIA) 

3.3.2 Encryption Process of the Proposed Technique 

In the modified AES-OTP cipher system, the Initial Vector (IV) for the first segment is replaced by a 

One-Time Pad (OTP) key, as shown in Figure 6. This key is then XORed with the first segment of the 

plaintext. After completing all rounds of encryption (10 rounds for AES-128) for a given segment, the 

result must be XORed with both the subsequent segment and a unique OTP (for each block, a unique 

OTP is generated using AES key expansion, as previously described) before initiating the encryption 

process for the current segment. This procedure is applied over all segments, forming a chain where 

each segment is XORed with its predecessor and a unique OTP. However, the procedure for the first 

segment is different, which is XORed only with the initial random OTP key. 

 

 

 

 

 

 

 

 

 

Figure 6: Modified AES-OTP Encryption Process 

3.3.3 Decryption Process of the Proposed Method 

As shown in Figure 7, to decrypt the first block of the original message, all rounds of the first cipher 

block are XORed with the initial OTP Key. For the remaining encrypted blocks, each block is then 

XORed with both the previously encrypted blocks as well as an initial OTP key that the receiver 
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generates by expanding the AES key for the initial OTP key after all its rounds have been completed. 

It is ensured that the specified original block is accurately decrypted after finishing all rounds for each 

cipher block. 

 

 

 

 

 

 

 

 

 

Figure 7: Modified AES-OTP Decryption Process 

4. Discussion 

In this section, the text describes the modified method by providing an example with a small number. 

Contrasting with actual scenarios, a small number is used solely to explain the algorithm's function, 

dealing with each byte individually, or possibly by segmenting the byte to align with the module's 

requirements. Conversely, when managing large numbers, the classified method permits for encrypting 

the message using more than one byte. 

4.1 Modified RSA Technique 

The modified RSA cipher system is used to encrypt the AES cipher system and the OTP secret keys. 

To explain how the modified RSA works, the proposed method assumes {79, 251, 199, 70, 137, 194, 

237, 47, 126, 48, 53, 221, 153, 96, 83, 88} as an OTP1 key and encrypts only the first byte, rather than 

encrypting all bytes from the AES secret key and OTP key. Thus, to encrypt the first byte, valued at 

79 from the OTP1 key, using the modified RSA cipher system, the proposed method first should 

generate public and private keys through the following steps: 

Step1: choose two numbers p and q such that GCD(p, q) = 1 and each of p and q has at most only two 

distinct factor numbers.  

(9)  𝑆𝑖𝑛𝑐𝑒 𝐺𝐶𝐷(35, 57) = 1 𝑠𝑜, 𝑝 = 35 = 5 × 7 𝑎𝑛𝑑  𝑞 = 57 = 3 × 19 

Step2: Calculate n and ∅(n) from (Eq.  (10)) such that:  

(10) 
𝑛 = 𝑝 × 𝑞 = 35 × 57 = 1995 

∅(𝑛) = ∅(3 × 5 × 7 × 19) = 2 × 4 × 6 × 18 = 864 

Step3: Detemine all possible candidate public keys (CPK) such that gcd(ei, 864) =  1  and  2 ≤

ei ≤ 864:  

(11) 𝐶𝑃𝐾 = {5, 7, 11, 13, 17, 19, 23, ⋯ ,857, 859, 863}  

There are 287 candidate public keys, which satisfy gcd(ei, 864) = 1 
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Step4: Detemine all possible candidate private keys (CSK)such that: di × ei ≡ 1  mod  864 

(12) 𝐶𝑆𝐾 = {173, 247, 707, 133, 305, 91, 263, ⋯ ,617, 691, 863}   

Each value from (Eq.s (11) and (12)) represents a pair of public and private keys, respectively, after 

removing the identaical values from the pair of (ei, di) i.e. if ei = di implies that the cipher text reamins 

in the readable form. For this discussion, the proposed method selects a random pair (e.g., (e5 =

17, d5 = 305)), although in practice, the proposed technique employs two distinct random pairs. 

Consequently, the public keys are e = 17 and n = 1995, while the private keys are d = 305, p = 35, 

q = 57, and ∅(n) = 864. To encrypt the first byte of the OTP key, valued at 79, the sender should use 

the Binary or recursion method to calculate the following Modular Exponential Equation using the 

public keys: 

(13) 𝐶1 =  7917 𝑚𝑜𝑑 1995 = 1894 

As a result, after encrypting all bytes in the OTP1key {79, 251, 199, 70, 137, 194, 237, 47, 126, 48, 53, 

221, 153, 96, 83, 88}, the encrypted outcomes are as follows: 

(14) 
𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑂𝑇𝑃 𝐾𝑒𝑦 ={1894, 461, 1594, 1960, 632, 689, 1917, 17, 1281, 363, 128, 1661, 

153, 381, 923, 1528} 

However, when the receiver receipts the encrypted keys, the decryption process starts by decrypting 

the first encrypted byte utilizing private key d=305 and n=1995 utilizing Binary or recursion method 

to determine the modular exponential Equation: 

(15) 𝑀1 = 1894305 𝑚𝑜𝑑 1995 = 79 

As a result, after decrypting all bytes in the encrypted OTP key {1894, 461, 1594, 1960, 632, 689, 

1917, 17, 1281, 363, 128, 1661, 153, 381, 923, 1528}, the original outcome is obtained as follows: 

(16) 
𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙 𝑂𝑇𝑃1𝐾𝑒𝑦

= {79, 251, 199, 70, 137, 194, 237, 47, 126, 48, 53, 221, 153, 96, 83, 88} 

Now, both parties have the same AES secret key and OTP key, which are secretly exchanged between 

sender and receiver. Note that the work in this section discusses only encrypting and decrypting of 

OTP key, the AES secret key would possess different values from the OTP key and it should be 

encrypted and decrypted separately. 

4.2 AES and OTP Key Expansion 

After the exchange of the AES secret key and OTP key between two parties, both parties should expand 

these keys into other 9 distinct keys, each 128 bits long. The modified method utilizes an AES key size 

of 128 bits (16 byte), necessitating the implementation of 10 rounds for each block. In this discussion, 

the proposed method focuses on expanding only round 1 of the OTP secret key, as mentioned in the 

(Eq. (16)). Thus, we partitioned the OTP1 key in the (Eq. (16)) into four words, where each word 

contains 4 bytes: 

(17) 

𝑤0 = {79, 251, 199, 70} 

𝑤1 = {137,194,237,47} 

𝑤2 = {126,48,53,221} 

𝑤3 = {153, 96, 83, 88} 

We convert each byte in (Eq. (17)) into Hexadecimal form: 
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(18) 

𝑤0 = {4𝐹, 𝐹𝐵, 𝐶7, 46} 

𝑤1 = {89, 𝐶2, 𝐸𝐷, 2𝐹} 

𝑤2 = {7𝐸, 30,35, 𝐷𝐷} 

𝑤3 = {99, 60, 53, 58} 

Next, we determine g(w3), as indicated in Figure 5, where w3 = {99, 60, 53, 58} must be subjected 

to three operations: Rot Word, Sub Word, and RCON. Rot word is the process of one left shift; 

therefore, the result becomes: 

(19) 𝑤3 = { 60, 53, 58, 99} 

After that, the Sub word process is used to substitute each byte using 16 × 16 hexadecimal substitution 

box, as shown in the  

Figure 8. Thus, applying on (Eq. (19)), the result becomes: 

(20) 𝑤3 = { 𝐷0, 𝐸𝐷, 6𝐴, 𝐸𝐸} 

 

 

 

 

 

 

 

 

 
Figure 8: Substitution Box 

Subsequently, the outcome from (Eq. (20)) is XORed with 4 bytes from RCON table, as shown in 

Figure 9, which based on round number, thus the result becomes: 

(21) 𝑔(𝑤3) = {𝐷1, 𝐸𝐷, 6𝐴, 𝐸𝐸} 

 

 

 

 

 

 

Figure 9: RCON Table 

To get the round 1 OTP key, the following equation should be obtained as shown in Figure 5: 
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(22) 

𝑤4 = 𝑤0  ⊕  𝑔(𝑤3) = {9𝐸, 16, 𝐴𝐷, 𝐴8} 

𝑤5 = 𝑤1  ⊕  𝑤4 = {17, 𝐷4,40,87} 

𝑤6 = 𝑤2  ⊕ 𝑤5 = {69, 𝐸4,75,5𝐴} 

𝑤7 = 𝑤3  ⊕  𝑤6 = {𝐹0,84,26,02} 

Thus, from (Eq. (22)) the round 1 OTP key is equal to: 

(23) 𝑂𝑇𝑃2 = {9𝐸, 16, 𝐴𝐷, 𝐴8,17, 𝐷4,40,87,69, 𝐸4,75,5𝐴, 𝐹0,84,26,02} 

In conclusion, after identifying all the words in the second round of the OTP (One-Time Pad) key, the 

same procedure should be applied to determine the remaining keys, where number of keys depends on 

the number of blocks for the plaintext, while for the AES key expansion, the procedure should be 

applied for 9 rounds.  

4.3 Modified AES Technique 

To illustrate the modified method, the work discusses the encryption process from only the first round. 

Therefore, we assume that the plaintext is " کاسەی پڕ ئاشتی ماڵە", the secret Key1 is "کوردستان", and the 

𝑂𝑇𝑃1 key is mentioned in (Eq. (16)). First, we convert the plaintext, AES secret key, and OTP secret 

key into hexadecimal form, excluding spaces, and then rearrange them into 4×4 matrices column by 

column (as aforementioned, each Kurdish alphabet is converted into two-byte; hence, the plain text 

should be partitioned into two segments due to the length of plaintext being 32 bytes): 

(24) 𝑃𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝑠𝑒𝑔𝑚𝑒𝑛𝑡1 = [

𝐷𝐴 𝐷8 𝐷𝐵 𝐷𝐴 
𝐴9 𝐵3 8𝐶 95 
𝐷8 
𝐴7 

𝐷𝐵 
95 

𝐷9 
𝐵𝐸 

𝐷8 
𝐴6 

] 

  

(25) 𝑃𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝑠𝑒𝑔𝑚𝑒𝑛𝑡2 = [

𝐷8 𝐷8 𝐷9 𝐷𝐴 
𝐴7 𝐴𝐴 85 𝐵5 
𝐷8 
𝐵4 

𝐷𝐵 
8𝐶 

𝐷8 
𝐴7 

𝐷𝐵 
95

] 

  

(26) 𝑠𝑒𝑐𝑟𝑒𝑡 𝑘𝑒𝑦1 = [

𝐷𝐴 𝐷8 𝐷8 𝐷8 
𝐴9 𝐵1 𝐵3 𝐴7 
𝐷9 
88 

𝐷8 
𝐴𝐹 

𝐷8 
𝐴𝐴 

𝐷9 
86 

] 

  

(27) 𝑂𝑇𝑃 𝑘𝑒𝑦1 = [

4𝐹 89 7𝐸 99
𝐹𝐵 𝐶2 30 60
𝐶7
46

𝐸𝐷
2𝐹

35
𝐷𝐷

53
58

] 

The first segment in (Eq. (24)) should be XORed with the OTP key1 in (Eq. (27)), the outcome 

becomes: 

(28) [

𝐷𝐴 𝐷8 𝐷𝐵 𝐷𝐴 
𝐴9 𝐵3 8𝐶 95 
𝐷8 
𝐴7 

𝐷𝐵 
95 

𝐷9 
𝐵𝐸 

𝐷8 
𝐴6 

] ⊕  [

4𝐹 89 7𝐸 99
𝐹𝐵 𝐶2 30 60
𝐶7
46

𝐸𝐷
2𝐹

35
𝐷𝐷

53
58

] = [

95 51 𝐴5 43
52 71 𝐵𝐶 𝐹5
1𝐹 
𝐸1 

36 
𝐵𝐴 

𝐸𝐶 
63 

8𝐵
𝐹𝐸

] 
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The substitution box in the  

Figure 8 should be applied on the result in (Eq. (28)): 

(29) 𝑆 − 𝐵𝑜𝑥 ([

95 51 𝐴5 43
52 71 𝐵𝐶 𝐹5
1𝐹 
𝐸1 

36 
𝐵𝐴 

𝐸𝐶 
63 

8𝐵
𝐹𝐸

]) = [

2𝐴 𝐷1 06 1𝐴
00 𝐴3 65 𝐸6
𝐶0 
𝐹8 

05 
𝐹4 

𝐶𝐸 
𝐹𝐵 

3𝐷
𝐵𝐵

] 

Following that, applying shift row operation on the result in the (Eq. (29)), in the encryption procedure, 

a sequential leftward shift operation is executed as detailed: The first row remains unshifted, the second 

row undergoes a shift of one row, the third row is shifted by two rows, and ultimately, the fourth row 

experiences a shift of three rows. 

(30) 𝑆ℎ𝑖𝑓𝑡 𝑅𝑜𝑤 ([

2𝐴 𝐷1 06 1𝐴
00 𝐴3 65 𝐸6
𝐶0 
𝐹8 

05 
𝐹4 

𝐶𝐸 
𝐹𝐵 

3𝐷
𝐵𝐵

]) = [

2𝐴 𝐷1 06 1𝐴
𝐴3 65 𝐸6 00
𝐶𝐸 
𝐵𝐵 

3𝐷 
𝐹8 

𝐶0 
𝐹4 

05
𝐹𝐵

] 

In the AES encryption process, the Mix Columns operation includes the multiplication of a predefined 

matrix with the matrix specified in the (Eq. (30)): 

(31) [

02 03 01 01
01 02 03 01
01
03

01
01

02
01

03
02

] × [

2𝐴 𝐷1 06 1𝐴
𝐴3 65 𝐸6 00
𝐶𝐸 
𝐵𝐵 

3𝐷 
𝐹8 

𝐶0 
𝐹4 

05
𝐹𝐵

] = [

𝐷𝐹 𝐷3 09 𝐶𝐴
85 𝐴4 7𝐸 𝐸𝐸
𝐷8 
7𝐸 

𝐷𝐷 
𝐷𝐵 

7𝐶 
𝐷𝐹 

06
𝐶6

] 

The end of round 1 is ended by XORing the secret key 1 from (Eq. (26)) with the outcome in the (Eq. 

(31)):  

[

𝐷𝐴 𝐷8 𝐷8 𝐷8 
𝐴9 𝐵1 𝐵3 𝐴7 
𝐷9 
88 

𝐷8 
𝐴𝐹 

𝐷8 
𝐴𝐴 

𝐷9 
86 

] ⊕ [

𝐷𝐹 𝐷3 09 𝐶𝐴
85 𝐴4 7𝐸 𝐸𝐸
𝐷8 
7𝐸 

𝐷𝐷 
𝐷𝐵 

7𝐶 
𝐷𝐹 

06
𝐶6

] = [

05 0𝐵 𝐷1 12
2𝐶 15 𝐶𝐷 49
01 
𝐹6 

05 
74 

𝐴4 
75 

𝐷𝐹
40

] (32) 

Subsequently, entire rounds (round 2 to round 10) should be determined in order to encrypt the first 

segment. To start encrypting the second segment in the (Eq. (25)), it should first be XORed with both 

hexadecimal form for the OTP2 key in (Eq.(23)), after forming it into 4 ×

4 matrix column by column and the outcome from the first segment (priviouse encrypted segemnt), 

and then determining all 10 rounds and so on for the entire segments. 

5. Results 

5.1 Modified RSA Key Generation 

5.1.1 Selecting public (e) and private (d) Keys 

As depicted in (Table 1), both suggested RSA techniques (a modified RSA, based on prime numbers 

[16] and a modified RSA based on Co-primes numbers) are raised with rising the value of ∅(n); 

however, the proposed RSA cipher based on choosing co-primes for both public and private keys is 

better than the modified RSA, which is mentioned in [16] as depicted in  

Figure 10. To get better representation of the method of choosing private and public keys, two 

effectiveness factors have been included in the work. The first factor is to remove prime values that 

have no inverse with the value of ∅(n), whereas the second factor removes all identical values (i.e. the 

value of public and private has the same value). 
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Table 1: The Number of Keys Produced from Selecting (p and q). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10: Chart of The Number of Possible Keys 

5.1.2 Choosing Two large Numbers p and q 

The traditional RSA cipher system is based on randomly selecting two large prime numbers p and q, 

which makes the receiver encounter a difficult process to select private keys p and q; however, it also 

raises the difficulty to break the classified data by the eavesdroppers. The proposed RSA cipher system 

is based on randomly selecting two large relatively prime numbers and each number should have at 

most two factors. This process rapidly increases the number of selecting two private numbers (as 

depicted in Table 2), which gives the receiver many choices to pick the two private numbers, in 

contrast, the possibility of time attacking is also rapidly raised. 
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Table 2: Possible of Choosing p and q for Proposed RSA-OTP 

 

 

 

 

 

 

 

5.2 Proposed AES Cryptosystem 

5.2.1 Throughput Test 

The throughput of any algorithm is a result of classified data size over time execution of the specified 

algorithm as depicted in (Eq. (33)). This work analyzes the effectiveness of the provided AES-OTP 

cipher system via the original AES-CBC cipher system utilizing throughput tests for virous classified 

data sizes in KB on both encryption and decryption processes. The simulation results using Python for 

this comparison encryption process are depicted in (Table 3) and Figure 11; the result depicts the 

stability and almost the identicality of both encryption algorithms. 

𝑇𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  
𝑆𝑖𝑧𝑒 𝑜𝑓 𝐷𝑎𝑡𝑎 𝑖𝑛 𝐾𝑖𝑙𝑜𝑏𝑖𝑡𝑠

𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 𝑖𝑛 𝑆𝑒𝑐𝑜𝑛𝑑𝑠
 (33) 

Table 3: Comparative Encryption Process Throughput (Kb\sec) 
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Figure 11:Troughput Kb/Sec. For Encryption Process 

5.2.2 Time Execution Performance 

The implementation times of the proposed AES- OTP cipher system, which carries out both encryption 

and decryption processes using a key length of 128 bits, are depicted in (Table 4) and Figure 12 against 

the size of the text file. The findings indicate that the time execution for the modified method is 

approximately identical to the original AES cipher system for both encryption and decryption 

processes. However, the decryption process for both systems requires more time than the encryption 

process especially with large file sizes. 

Table 4: Time Execution in Seconds 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12: Sample of Time Execution in KB\Sec. 
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5.2.3 Diffusion Percentage 

Diffusion percentage means that the effect of a single plaintext bit is spread across many bits in the 

ciphertext. This analyzer is one of the best tests that indicate the performance of any suggested 

cryptography algorithms. To ensure the suggested technique has a good diffusion percentage, it should 

exceed 50 percent. In this work, a thousand different plaint texts have been analyzed and every bit in 

each plaintext has flipped to obtain a better result for the suggested technique. The result indicates that 

the diffusion percentage exceeds 50.4% in average, whereas the maximum diffusion percentage 

exceeds 65%, while the minimum percentage is 40%. (Table 5) indicates a sample of diffusion 

percentage for the provided technique. 

Table 5: Sample for Diffusion Percentage 

 

 

 

 

 

 

 

 

 

 

 

6. Conclusion 

There is not much research on securing Kurdish language scripts while transmitting over untrustworthy 

channels. Therefore, the plan is to invent techniques to transmit secure classified Kurdish scripts by 

employing and developing secure cryptographic techniques. This paper provides a new method for the 

AES-One Time Pad cipher system for message encryption/decryption and a modified RSA for secret 

keys (Secret AES key and OTP key) exchange between two parties. Following that, the efficiency of 

the proposed techniques is evaluated by testing and analyzing the entire designed system. The 

suggested RSA ciphers system uses two large relatively prime numbers and each one has at most two 

factors in place of two large prime numbers. This process gives the receiver a varied opportunity to 

select the public and private keys while keeping the complexity security of the original RSA i.e. the 

attacker should factorize the private numbers p and q to two prime numbers (as aforementioned each 

one has at most two factors), moreover, the attacker needs more time to cryptanalysis the classified 

data utilizing Brute Force attack due to increase in the probability of selecting two private numbers p 

and q. Furthermore, in the modified AES-OTP cipher system, the initial vector of the original AES-

CBC is replaced by the One Time Pad cipher, and the key of OTP is expanded by utilizing AES key 

expanded processes. A comparative study shows that the modified AES-OTP is approximately 

identical to the original AES-CBC cipher system in time complexity, whereas, it is considered more 

secure than the origional AES-CBC due to using a one-time pad cipher, which is considered 
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unbreakable until now. Future work is to invent a new method to expand the OTP key for the other 

segments in plaintext in place of using the AES expansion key procedure. 
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